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Abstract

With the growing ubiquity of recommender systems (RSs), mali-
cious manipulation through shilling attacks, where fake user pro-
files are injected to alter system outputs, poses increasing threats to
system integrity. Existing attack methods often rely on simplified
heuristics, require internal RS data, and most overlook user reviews,
limiting their stealthiness, realism, and potential impact. Recently,
LLM-based user agents are gaining traction in the RS community
for their capabilities to simulate human behaviors like rating and
review generation. In this context, we propose AgentSA, a low-
knowledge shilling attack framework that employs such agents
to manipulate recommendations through adversarial yet human-
like interactions. We design targeted mechanisms to guide profile
construction, memory retrieval, and action generation (including
reviews) to maximize manipulation impact while maintaining be-
havioral camouflage. We evaluate the impact of these agents on
various types of RSs and demonstrate that AgentSA consistently
outperforms existing low-knowledge attack methods in both effec-
tiveness and stealth. Our findings uncover a concerning new class
of threats enabled by LLM-based agents, underscoring the pressing
need to bolster RS security against such emerging risks.

CCS Concepts

« Information systems — Recommender systems.
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1 Introduction

With the rapid growth of e-commerce, recommender systems (RSs)
have become essential for personalized content delivery [27, 28, 33,
38]. For users, RSs leverage interaction data, particularly ratings
and reviews, to predict their preferences for specific items. For
content providers (e.g., online retailers), RSs help match their items
with interested users, thereby enhancing item exposure and driving
revenue growth [2, 18]. As a result, malicious actors may attempt to
manipulate RSs to maximize their own interests. A common tactic
is shilling attack, where malicious user profiles with fabricated
interaction data are injected into the system’s training data to
influence the outcome of RSs [23, 26, 30, 43].

The essence of shilling attacks is exploiting distributional dif-
ferences between fake and genuine users to influence the outcome
of RSs. Existing shilling attack methods exhibit several limi-
tations: (1) Conventional shilling attacks assign extreme ratings
to target items: maximal for promotion (push attack) or minimal
for demotion (nuke attack) [43]. For non-target items, attackers
typically select them randomly and assign ratings using strategies
like random values or item averages to mimic genuine user behav-
ior [3, 17, 19, 35]. These rule-based profiles often lack diversity,
making them easily detected as anomalies [24, 52]. (2) Some
methods enhance camouflage by integrating internal knowledge.
For example, methods based on generative adversarial networks
(GANS) [12] generate fake user profiles by sampling patterns from
genuine user interaction data. These models produce stealthier fake
profiles and train a discriminator on both real and synthetic inter-
action data [7, 23, 24, 42]. However, their dependence on internal
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Figure 1: A motivating example of AgentSA: injecting fake
user profiles generated by LLM-based agents can substan-
tially boost the target item’s ranking.

RS data (e.g., user interactions) poses practical constraints, as such
data is rarely available for malicious external attackers. (3)
As RSs evolve toward hybrid models integrating collaborative and
content-based methods, user reviews have become a crucial source
of rich textual features in modern RSs [11, 13, 29]. Existing shilling
attacks primarily manipulate rating data while often neglecting
user reviews, which can carry greater risk due to their nuanced
and semantically rich content [5, 52]. Therefore, it is essential to
investigate review-based attack strategies that complement rating-
based approaches and to assess their impact on RSs.

Recently, large language models (LLMs) demonstrated strong
capabilities in human-level reasoning and natural language genera-
tion [21, 50]. This progress has motivated the development of LLM-
based agents that simulate user behaviors using minimal system-
specific data in RSs [25, 46, 53, 54, 56]. These agents serve multiple
purposes, including reducing the gap between offline evaluation and
online performance by modeling complex user behaviors, and better
understanding users’ underlying behavior logic [16, 53]. However,
the openness of RSs may expose them to malicious user agents,
which may be externally injected or internally compromised agents
originally designed to satisfy the benefits mentioned above, both of
which can severely undermine system integrity. Malicious agents
embedded with targeted content can induce biased behaviors, in-
cluding preferential promotion of specific vendors or suppression
of certain product categories. By participating in activities such as
rating and reviewing, these agents can manipulate recommendation
outcomes in ways that serve the interests of their manipulators.

In this paper, we propose AgentSA, a novel low-knowledge
shilling attack framework utilizing LLM-based agents to manipu-
late RSs. We inject a set of fake user agents into RSs, which engage
in adversarial yet human-like interactions by selecting items, rating
them, and posting reviews to generate synthetic data that blends
with real user interactions. This manipulation distorts the recom-
mendation outcomes. For instance, in a promotion attack, the target
item receives increased exposure, as illustrated in Figure 1.

Specifically, we designed tailored attack strategies for the profile,
memory, and action modules of the fake user agent. For the profile
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module, we developed target-aware profile construction method
that infers and validates agent personality traits based on the target
item and incorporates mechanisms to enhance diversity. For the
memory module, we employed hybrid retrieval strategies that
consider both relevance and recency. For the action module, beyond
generating ratings, the agent is also capable of producing reviews,
for which we designed a target feature propagation strategy to
strengthen the connection between generated reviews and target
items. Moreover, we simulated fake user interactions in the RSs by
structuring the information flow from the system to the agent.

We validated the effectiveness of AgentSA across different types
of RSs, including those using ratings alone and those augmented
with reviews. AgentSA consistently outperformed existing low-
knowledge attacks, highlighting its strong attack capability. The
fake user agent exhibited strong behavioral resemblance to genuine
users in our experiments, making it difficult to detect with advanced
detection algorithms. We also performed additional studies to in-
vestigate how fake users of varying scales, targeting long-tail items,
affect low-activity users, revealing a greater potential threat.

The main contributions of this work are summarized as follows:
« To the best of our knowledge, AgentSA is the first attempt to
leverage LLM-based agents to simulate users for attacking RSs,
introducing a paradigm shift in shilling attacks from rule-based
heuristics to cognitively simulated agent behavior.

« AgentSA integrates targeted mechanisms for agent behavior
modeling, including target-aware profile inference, hybrid mem-
ory retrieval, and multifaceted rating-review strategies to enable
stealthy and effective attacks.

+ Our findings uncover a concerning new class of threats enabled
by LLM-based agents, underscoring the pressing need to bolster RS
security against such emerging risks.

2 Related Work

2.1 Shilling Attacks against RSs

Early low-knowledge shilling attacks utilized global statistical in-
formation to generate fake user profiles for push (e.g., random,
bandwagon, segmented) and nuke attacks (e.g., reverse bandwagon,
love/hate) 3, 19, 35, 43]. Later heuristic techniques, such as noise
injection, user shifting, target shifting, and popularity-based aver-
aging were introduced to obscure aggressive rating patterns and
improve stealth [17, 47]. However, these rule-based methods fail to
capture the behavioral complexity of genuine users, limiting their
stealthiness.

Subsequent attacks improve stealth by leveraging more knowl-
edge, such as using detailed interaction features like node cen-
trality to target influential users [39, 48], employing surrogate mod-
els informed by partial RS structure for attack guidance [45],
or applying reinforcement learning with periodic RS feedback,
though such feedback is rarely available in practice [5, 42]. The
emergence of GANs has enabled the automatic generation of fake
profiles. One approach applies DCGAN to generate initial profiles,
trains a discriminator to differentiate genuine and fake interactions,
and refines the profiles using zero-order optimization [6, 7, 36].
Another approach improves GAN-based attacks by sampling gen-
uine user templates from the rating matrix and using a generator
to produce fake ratings, with a discriminator optimizing a global
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objective that integrates multiple loss functions [23, 24]. Although
R-Trojan [52] incorporates review generation, its review generation
lacks explicit attack objectives and still relies on the rating matrix
for training, limiting its applicability.

2.2 LLM-Based User Agents in RSs

LLM-based agents in RSs fall into two main categories: recom-
mender agents, which use LLMs to generate or enhance recom-
mendations [14, 16, 31, 32, 49, 55], and user agents, which employ
LLMs to simulate user behavior. While some studies model user
dialogues in conversational recommendation settings [10, 59], our
work models user actions like rating and reviewing, which are more
common interactions in RSs.

RecAgent [46] and Agent4Rec [53] employ LLM-based agents
with profile, memory, and action modules to simulate user
decision-making. RAH [41] introduces LLM-based multi-agents
that serve both as recommendation generators and as simulators of
user behavior, bridging users and RSs. FLOW [4] facilitates collab-
oration between recommendation and user agents via a feedback
loop. Zhang et al. [58] integrate explicit preferences, LLM-based sen-
timent analysis, human-in-the-loop modeling, and statistical frame-
works to simulate user interactions more robustly. AgentCF [56]
proposes a co-learning framework where users and items are mod-
eled as agents and then jointly optimized. AgentCF++ [25] extends
this framework to enable cross-domain transfer and popularity-
aware modeling. Together, these works highlight the potential of
LLMs for simulating human-like user behavior in RSs.

3 Preliminaries
3.1 Definition of Shilling Attack

Shilling attacks inject fake user profiles into RSs to manipulate
recommendations. Let the input to the RS be a user-item interaction
dataset D = {D,; | u € U,i € I}, where U = {uy,...,upn} is the
set of genuine users, and I = {iy,...,i,} is the set of items. Each
D, ; € V denotes the interaction between user u and item i, with
V the domain of interaction values (e.g., numerical ratings R or
textual reviews 7). An attacker introduces a set of fake users Uy,
and constructs corresponding fake interactions D, = {Dy,; | uq €
Ug, i € I}. The manipulated input to the RS becomes D’ = D U D,.

The attacker aims to manipulate the recommendation algorithm
®: D — O, where O is the system output (e.g., predicted rating
matrix or top-N list), to alter the recommendation outcome for the
target item i, € I. For a push attack, the attacker aims to improve
the recommendation outcome for the target item, defined as:

AD (i) = D(D');, — (D), (1)

Here, ®(D);, and ®(D’);, represent the recommendation outcome
for item i; before and after the attack, respectively (e.g., predicted
score or ranking position). In the case of a push attack, shilling
attack can be formulated as the following optimization problem:

max Ad(i,).

a> Ya

@
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3.2 Anatomy of Shilling Attacks

A fake user’s interacted items are typically partitioned into three
categories, with each category’s interactions governed by a different
distribution defined by the attack method.

(1) Target Items. Fake interactions are generated from biased
distribution Pygges for target item i, to meet the attacker’s goal:

®)

For example, in a push attack, fake users may assign high ratings
and generate positive reviews for the target item. In a nuke attack,
they may assign low ratings and post negative reviews.

(2) Selected Items. Beyond the target item, the attacker selects a
set of items Iy C I'\ {i;} to emulate genuine user behavior. For each
selected item is € I, fake user interactions are generated to follow:

©

Here, Pejected approximates typical user behavior and improves
profile stealth. For instance, in a bandwagon attack, fake users as-
sign high ratings to popular items to resemble normal user patterns.

(3) Filler Items. The filler item set Ir C I\ ({i;} U I). For each
filler item i r €Iy, the fake user’s interaction is generated to follow:

©)

where Ppjjjer is defined according to the specific attack method.
Unlike the uniform selected items, the filler set is varied across
fake users to enhance interaction diversity and reduce detectability.
Items not interacted with are denoted as Iy =1\ (i; U Iy U If).

In essence, shilling attack methods differ in how they construct
U,, choose I; and Iy, and define the corresponding interactions
Dy,.i,;» Du,,i;» and Dy, ; - These components are collectively opti-
mized to both maximize A®(i;) and ensure fake user behavior is
camouflaged among genuine users to avoid detection.

DUa,it ~ Ptarget~

DUC,,iS ~ Pselected‘

Duy,ir ~ Pritler;

Jirs i

4 Methodology

This section details the design of AgentSA, which employs a LLM-
based user agent with a modular architecture comprising profile,
memory, and action modules. The overall framework is illustrated
in Figure 2. The agent’s three core components are:

+ The Profile Module constructs adversarial profiles via target-
guided inference, validation and diversity enhancement.

+ The Memory Module retrieves hybrid memory based on rele-
vance and recency.

+ The Action Module performs multifaceted interaction attack
enhanced by target feature propagation strategy.

4.1 Modular Structure of Fake User Agent

We formally represent the fake user agent as a triplet Agent =
(Profile, Memory, Action). Each module is detailed below:

« Profile Module: Stores personalized attributes forming the
agent’s identity and preferences, such as age, gender, occupation, in-
terests, and interaction habits (e.g., rating or reviewing frequency).
+ Memory Module: Stores the agent’s historical interactions,
including ratings and reviews. It employs two retrieval methods: a
relevance-based retriever and a recency-based retriever, to distill
key information and support decision making.
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Figure 2: The overall framework of AgentSA. It starts with target item analysis and profile inference, followed by profile
validation and diversification. Fake user agents interact with filler items using hybrid memory retrieval, while a target feature
propagation strategy embeds key target attributes into reviews on filler items.

« Action Module: Defines the agent’s behavior, including item
selection, rating generation, and review generation.

4.2 Target-Aware Profile Construction

To construct fake user agents tailored to the target item, we propose
a target-driven method that reversely infers user profiles from the
target’s characteristics, followed by validation and diversification.

4.2.1 Target Item Feature Analysis. Given a target item i;, we con-
struct a prompt containing its metadata (e.g., title and category),
and invoke the LLM to generate an analysis of its characteristics
Ay = Promptun(i;) based on its world knowledge.

4.2.2  Profile Inference from Target Item. Based on the item analysis
A; and the attack type d € {+, —} (push or nuke), we construct the
prompt for profile inference. For example, in a push attack on the
item titled "High-Definition Large-Size Electronic Display Screen",
the prompt is constructed as:

You currently have a strong preference for High-
Definition Large-Size Electronic Display Screen.

The information about this item is as follows: It fea-
tures an ultra-large 32-inch curved design with high res-
olution and exceptional clarity. It is suitable for gaming,
multitasking, office work, and watching TV or other media.
Based on this item description, please infer your po-
tential personality profile, including:

+ Gender, age, and occupation

+ Personal interests or dislikes

+ Interaction habits (e.g., how frequently you provide
reviews or ratings)

The LLM output from this prompt defines the profile module
p i) comprising user interests, interaction habits, and other per-
sonality traits, as follows:

P = Promptyy (Ay, d). (6)
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4.2.3  Profile Consistency Validation. To ensure the generated pro-
file ) exhibits a genuine preference for the target item i,, we
introduce a validation step inspired by the encoding-decoding ar-
chitecture in Seq2Seq models [44]. The profile generation serves
as the encoding phase, while validation corresponds to decoding.
Specifically, we issue a secondary prompt asking the fake user agent,
based on its current profile, whether it would genuinely prefer the
target item. A negative response (i.e., Validate(P (")) = 0) triggers
profile regeneration to ensure consistency with the attack objective.

1, if PromptLLM(P(if), ir, d)=VYes,

0, otherwise.

Validate(P*)) = { (7)
4.2.4  Profile Diversity Enhancement. Homogeneous profiles, where
fake agents share similar demographics and interests, can lead to
concentrated interaction patterns that are easily flagged by anomaly
detection systems. To mitigate this vulnerability, we leverage the
LLM to curate a diverse subset of profiles from the candidate pool:

{Plgit)}lljzl = PrOmptLLM({P]Eit)}sz/l)s (8)

where N’ is the number of candidate profiles generated, and N is
the number of fake user agents to be injected.

Overall, in a push attack, each fake user agent is individually
crafted to emulate a genuine user with seemingly authentic pref-
erences for the target item. At the population level, the fake users
exhibit diversity comparable to real-world user distributions. When
interacting with the RS, their behaviors appear highly plausible
and are difficult to detect.

4.3

The Memory module stores the fake user agent’s historical interac-
tions, consisting of rating records Mg = (im, Rm, tm) and review
records Mr = (in, Tn, tn), where i denotes the item, R the rating,
7 the review, and t the timestamp. The module supports memory
updates and retrieval to guide downstream decisions.

Memory Management and Hybrid Retrieval

4.3.1 Memory Update Mechanism. Upon executing an action,
the agent updates its memory by recording the new rat-
ing (ig, Ruewsthow) in Mp and the corresponding review
(ig> Tnews tnow) in Mr. To avoid excessive memory accumulation,
only a fixed number of recent entries may be retained.
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4.3.2 Memory Retrieval Mechanism. Given a query item iy, we

perform two types of retrieval: relevance-based and recency-based.
(1) Relevance-based retrieval selects the top-K semantically

relevant entries from the full memory set M = Mg U Mr:

Moer = {mj € M | sim(iq, i) > Topk ({sim(vg, )} 11N}, (9)

where sim(-) denotes semantic similarity based on item information.
Specifically, item semantics are extracted using a Transformer-
based language model, which encodes textual metadata (e.g., item
titles) into dense vector representations. Cosine similarity is then
computed between these embeddings.

(2) Recency-based retrieval selects the M most recent interac-
tion records:

Mrec = {mi eM | t; > TOPM({t]}lM‘)}

M (10)

In summary, the final retrieved memory set Myer = Myt UM, ec
integrates relevance and recency to preserve the agent’s core inter-
ests and recent behavioral patterns, effectively emulating human

memory retrieval processes.

4.4 Multifaceted Rating-Review Attack

For the target item, each fake user agent u, generates a rating and
a review as adversarial data D, ;,. In a push attack, this typically
involves assigning the maximal rating and a positive review.

AgentSA does not explicitly define a selected item set I;. Instead,
for remaining items, each fake user agent individually selects items
in a personalized manner, forming a filler item set I, and generates
corresponding interaction data Dy, . In each exposure batch, the
fake user agent executes a three-step process: item selection, rating
generation, and review generation.

4.4.1 Item Selection. For each exposure batch B® =i .. i in
round b, the fake user agent selects a subset Ir, C B®) as filler
items, guided by its constructed malicious profile #,,,. This process
is repeated over multiple rounds, and the final filler item set If is
obtained by aggregating filler items from all exposure rounds:

N
= UJrrompros(s®..,)
b=1

(11)

where N is the total number of exposure rounds.

This approach offers two key advantages: (1) In terms of the
number of filler items, AgentSA provides only a flexible reference,
allowing each fake user’s engagement level to be guided by the
interaction habits embedded in #,,. In contrast to conventional
methods that prescribe a fixed number of interactions for each
fake user, AgentSA promotes behavioral diversity. (2) In terms of
the composition of the filler item set, unlike conventional attack
methods that rely on random choice or simple heuristics, AgentSA
conditions item selection on the fake user’s stated preferences. This
results in filler items that are more consistent with the user profile,
yielding more coherent interaction behavior with improved stealth.

4.4.2 Rating Generation. The fake user agent is prompted to rate
the filler items I based on its profile and the memory retrieved, en-
suring the ratings are both profile-aligned and historically coherent,
thereby enhancing the verisimilitude of the agent’s behavior.

R(ug, Ir) = Promptyy (Ir, Pugs Mrer). (12)
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4.4.3 Adversarial Review Generation via Target Feature Propagation.
We propose a review-based attack strategy that propagates salient
features of the target item across filler items. For each filler item,
the agent first identifies shared characteristics with the target item,
guided by its analysis result A, from the profile construction stage.
It then generates an initial review ‘7’(14“,1 r) conditioned on the
item’s attributes and the rating R(u,, Ir), and incorporates the
identified similarity S(If, i;) to produce the final review 7 (ug, Ir).

S(If, i) = Prompty (Ay, If). (13)
T (ta Iy) = Promptisy (I, R(ua, I)). (14)
T (uas I) = Promptun (S(y, ir), T (tas If)). (15)

For example, when reviewing the filler item Phantom X Ultra-
Performance Portable Gaming Controller, the agent crafts an initial
review based on the item’s attributes. After identifying similarities
with the target item (e.g., “both are peripheral devices” and “both
offer deep immersion”), it refines the review to subtly weave in
these shared features. The transformation is illustrated below:

Before Propagation:

“This is easily the best controller I've used. The tactile feed-
back is just right, and it handles tough gameplay without
a hitch. The portable design makes it super easy to carry
around. Great value overall”

After Propagation:

“As one of the top peripheral devices, this controller
delivers excellent tactile feedback and handles demanding
gameplay. It offers a deeply immersive experience, and
the portable design makes it perfect for gaming on the go.

Through this process, the target item’s features are implicitly
propagated to other items. If users engage with these reviewed
items, the RS may infer a latent interest in the target item. This ma-
nipulation can bias predicted ratings, thereby increasing the target
item’s exposure. To summarize, following the above procedure, the
fake user agent derives the interaction data for the filler items as:

(Ruas Ir), T (ua, I5)) ~ Pritter | Ir, Pugs Myers Ar. - (16)

4.5 AgentSA Execution Pipeline

The overall attack procedure is summarized in Algorithm 1, com-
prising the following stages:

Initialization. Specify the target item i; and the attack type
d € {+, -}, construct N fake user agents {Agent; fi 1» initialize their
profile modules as described in the profile construction section, and
set the number of exposure rounds N.

Adversarial Target Item Interaction. Each fake agent inter-
acts with the target item i;, generating a rating and a review ac-
cording to the attack type d.

Iterative Filler Item Interaction. In each round b (1 < b < N),
the victim RS exposes a batch of items B(*) to a fake user agent u,.
Guided by its profile, the agent selects a filler item subset Ir; C
B®) | retrieves memory via the hybrid retrieval mechanism, and
generates corresponding ratings R (ug, I,p) and reviews 7 (ug, Irp).
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Algorithm 1 Execution Procedure of AgentSA

Require: Target item i;; attack type d; number of fake users N;
number of exposure rounds N
Ensure: Interaction data {D,,_ ;,, Dua,If }2]: "

Initialization:
Construct N fake user agents and initialize their profiles based
on i; and d (Eq. 6, 7, 8)
Target Item Interaction:
for each agent u, do
Generate rating and review on i; according to d to form D, ;,
end for
Iterative Filler Item Interaction:
for b =1toNdo
for each agent u, do
Receive exposure batch B%?) from the victim RS
Select filler items I, C B® based on profile (Eq. 11)
Retrieve memory using hybrid strategy (Eq. 9, 10)
Generate rating or review for I rb to construct Dy,
(Eq. 12, 13, 14, 15)
Update memory

Irp

end for
end for
Return {D,_,, Duu,If}aNz1 where Dy, 1, = UEI:I Dug sy

Table 1: Statistics of the datasets.

Datasets #Users #Items #Inters. Sparsity
Books 3,441 3,569 41,764 99.66%
Auto 2,700 3,090 29,346 99.64%
Pets 880 522 5,906 98.71%

The resulting interactions are recorded in the memory module to
support subsequent rounds.

By simulating the complete process through which genuine users
browse, engage with, and evaluate items in RSs, AgentSA constructs
fake user agents with realistic behaviors that improve both stealth
and attack effectiveness.

5 Experiment
5.1 Settings

5.1.1 Datasets. We conduct experiments on three real-world Ama-
zon datasets: Books, Automotive (Auto), and Pet Supplies (Pets), each
containing both rating and review data. Due to API cost constraints,
we limited the interaction data to respective one-year periods. To
mitigate the impact of cold-start users and items, we retained only
those with at least five interactions. The resulting dataset size and
sparsity are broadly consistent with prior studies on shilling at-
tacks [23, 24, 52], as shown in Table 1. The data were randomly split
into training, validation, and test sets in an 8:1:1 ratio to ensure
sufficient training of the victim RSs.

5.1.2  Implementation Details. AgentSA was implemented with
GPT-40-mini. By default, we inject fake users equivalent to 5%
of the real user base, with the push attack as the representative
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scenario. We randomly select 10 items from the item pool as target
items to evaluate average attack performance.

Hyperparameter Settings. We tuned two key memory retrieval
hyperparameters: K for relevance and M for recency. K balances suf-
ficient context against noise, while M balances short-term interest
shifts against long-term preference stability. Based on preliminary
validation, we set K=3 and M=3 for our main experiments.

Victim RSs. To ensure broad coverage, we evaluate AgentSA on
two types of victim RSs: those based solely on ratings and those
incorporating both ratings and reviews. For rating-based RSs, we
adopt NMF [20] and NeuNMF [9]. For models integrating reviews
and ratings, we use two dual-tower variants: Dual-Towerc,ly and
Dual-Towery,t., which integrate review and ID features via early
and late fusion, respectively [15]. Due to the unavailability of real
exposure signals in offline evaluation, we approximate the expo-
sure behavior using a popularity-based probabilistic scheme, which
aligns with common practices in real-world RSs for presenting
items to new users. While item visibility during simulation is deter-
mined by this scheme, AgentSA itself does not rely on popularity
data and assumes that exposure is governed internally by the RS.

5.1.3  Evaluation Metrics. We adopt metrics aligned with [23] to
evaluate the effectiveness of AgentSA, including prediction shift and
hit ratios at K (HR@K), where K = 10 in our experiments. Predicion
shift measures the absolute change in the predicted rating of the
target item before and after the attack. HR@K reflects the relative
ranking of the target item by indicating how frequently it appears
among the top-K recommendations. To assess the attack’s effect on
the victim RSs predictive accuracy, we report RMSE and MAE as
indirect indicators of stealthiness, measuring whether the attack
leads to noticeable degradation in prediction performance [34].

5.14 Baselines. As ablack-box attack requiring no internal RS data
(e.g., the rating matrix or RS feedback), AgentSA is compared with
conventional attacks and existing low-knowledge attack baselines,
all of which assign the maximum rating to the target item:

+ Random Attack [19]: Each filler item is assigned a rating
R(ua,if) ~ N(p,0), where p and o denote the mean and stan-
dard deviation computed over all ratings in the system.

- Average Attack [19]: Each filler item is assigned a rating
R(ug,if) ~ N(p, o), where i and o denote the mean and stan-
dard deviation of all ratings on item if in the system.

+ Bandwagon Attack [35]: The attack profile includes the most
popular items as selected items, each assigned the maximum rating.
Filler items are randomly selected and rated following the same
strategy as in Random Attack.

+ Segmented Attack [3]: This method targets a user subgroup
likely to engage with the target item via strategically selected items.
Due to data limitations, the most popular items are used as selected
items and assigned the maximum rating, while filler items are
randomly chosen and assigned the minimum rating.

+ Mixed Attack [1]: This strategy integrates Random, Average,
Bandwagon, and Segmented attacks in equal proportion.

« Average over Popular (AoP) [17]: A variant of Average Attack
where filler items are uniformly selected from the top X% of items
by popularity. In our experiments, we set X = 10.
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+ R-Trojan(review) [52]: A review-aware attack method uses a
fine-tuned LLM to generate reviews conditioned on ratings. As its
rating manipulation relies on the rating matrix, we adopt only its
review generation module to augment the baselines.

5.2 Overall Performance

We evaluated AgentSA on all three datasets and compared its per-
formance with baseline methods. Tables 2 and 3 present attack
results on rating-based and review-aware RSs, respectively. The
key observations are as follows:

(1) AgentSA consistently outperforms most baselines, demon-
strating the effectiveness of using LLM-based agents to simulate
users in shilling attacks. In rating-only RSs, it achieves notably su-
perior results in both prediction shift and HR@10, surpassing most
conventional attacks. While some methods may occasionally per-
form better, they fail to match the robustness exhibited by AgentSA
across varied settings. For review-aware RSs, we adapt rating-
based attacks with synthetic reviews for fair comparison. One vari-
ant generates review embeddings from random vectors mimicking
real distributions, while the other produces textual reviews via R-
Trojan-style generation. Our adversarially crafted reviews prove
far more effective, highlighting the strength of AgentSA in more
complex, real-world recommendation scenarios.

(2) Among all datasets, AgentSA achieves the strongest attack
performance on the Books dataset, consistently outperforming all
baselines across evaluation metrics. This may be attributed to the
LLM-based agent’s broader domain knowledge in books, which
enables it to more effectively perform key reasoning steps such as
inferring user profiles and analyzing item characteristics, ultimately
leading to stronger adversarial behavior. Consequently, advanced
techniques like retrieval-augmented generation and fine-tuning [22,
37] could potentially yield even more potent attacks.

(3) We evaluate the changes in RMSE and MAE of the victim RSs
under attack, as illustrated in Figure 3. AgentSA consistently results
in minor impact on prediction accuracy, indicating limited inter-
ference with the RS and highlighting the stealthiness of AgentSA.
In rating-only RSs, most attack methods cause only limited degra-
dation in RMSE and MAE. In contrast, Segmented Attack leads to
substantial performance drop in review-aware RSs, likely due to
its use of a narrow item set and extreme ratings for both selected
and filler items, which impairs model generalization. Notably, in
review-aware RSs, conventional attacks cause considerably less
disruption to RMSE and MAE when combined with R-Trojan-style
reviews, consistent with the findings in [52].

5.3 Detection Evasion Analysis

To assess the stealthiness of AgentSA, we evaluate its performance
against two detection methods: the unsupervised FAP [57] and the
supervised BayesDetector [51]. Precision and recall are reported for
identifying the injected users. As shown in Figure 4, both methods
exhibited the weakest performance when applied to users created
by AgentSA. This suggests that our fake users, driven by the LLM-
based agent’s human-like reasoning and generation capabilities, are
substantially harder to detect due to their ability to closely mimic
genuine user behavior.
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Figure 3: Heatmaps of RMSE/MAE shift (AValue) across at-
tacks and datasets. Lighter colors indicate smaller shifts.
Scales are normalized per subplot.
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Figure 4: Precision-Recall results under FAP and BayesDetec-
tor. Lower values indicate better stealthiness of the attack.

Due to the scarcity of shilling attack methods that incorporate
reviews, most existing fake user detection techniques are primarily
designed for user rating data. The detectability of LLM-generated
text largely depends on the model’s reasoning and generation ca-
pabilities, and is therefore beyond the scope of this study.

5.4 Further Model Analysis

5.4.1 Ablation study. AgentSA integrates six key components to
construct realistic and deceptive fake users: (1) Profile inference
and validation; (2) Profile diversity enhancement; (3) Recency-
based memory retrieval; (4) Relevance-based memory retrieval;
(5) Review-based attack; (6) Target feature propagation. To assess
the contribution of each component, we conduct an ablation study
on the Books dataset against two review-aware RSs, sequentially
disabling each one. Results are reported in Table 4.

(1) w/o Profile inference and validation: This variant replaces
targeted profile inference and validation with random assignment.
The agent still assigns the highest rating or a positive review to the
target. Although the RMSE shift shows only a slight decrease, the
attack performance drops substantially.

(2) w/o Profile diversity enhancement: In this variant, diversity
enhancement is disabled. The increased RMSE shift indicates re-
duced stealthiness, while attack performance is largely unaffected.
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Table 2: Overall performance on rating-only RSs. Best results are highlighted in bold.
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Victim RS NMF NeuNMF
Prediction Shift HR@10 Prediction Shift HR@10
Method
Books Auto Pets Books Auto Pets Books Auto Pets Books Auto Pets
Random 0.6491 0.2828 0.9866 0.0997 0.0121 0.0696 0.8662 0.4979 1.0201 0.0414 0.0128 0.1496
Average 0.6191 0.2736 0.9773 0.0693 0.0054 0.0502 0.8336 0.4872 0.9411 0.0425 0.0070 0.1202
Bandwagon 0.6187 0.2783 0.9397 0.0726 0.0084 0.0433 0.7262 0.4546 0.9581 0.0286 0.0107 0.1162
Segmented 0.6303 0.3127 0.8689 0.1886 0.0320 0.1160 0.4669 0.1280 0.4326 0.0202 0.0115 0.0472
Mixed 0.6175 0.2691 0.8924 0.0670 0.0084 0.0393 0.8335 0.4683 0.9396 0.0337 0.0142 0.1575
AoP 0.6400 0.2818 0.9816 0.0813 0.0085 0.0674 0.8828 0.4756 1.0486 0.0438 0.0135 0.1464
AgentSA 0.7366 0.3421 1.0327 0.1891 0.0618 0.0934 0.9064 0.5020 1.0371 0.0548 0.0225 0.1885
Table 3: Overall performance on review-aware RSs. Best results are highlighted in bold.
Victim RS Dual-Towereary Dual-Toweryate
Method Prediction Shift HR@10 Prediction Shift HR@10
Books Auto Pets Books Auto Pets Books Auto Pets Books Auto Pets
Random 0.0021 0.1297 0.1966 0.0041 0.0024 0.0212 0.0022 0.0005 0.0375 0.0040 0.0021 0.0192
Average 0.0064 -0.0179 0.0491 0.0028 0.0012 0.0099 0.0445 0.0043 0.0458 0.0050 0.0017 0.0181
Bandwagon 0.0002 0.0332 0.0585 0.0026 0.0023 0.0107 0.0032 0.0119 0.0007 0.0033 0.0029 0.0147
Segmented 0.0035 0.1732 0.2207 0.0056 0.0012 0.0205 0.0369 0.0075 0.0172 0.0054 0.0024 0.0144
Mixed 0.1586 0.0351 0.2114 0.0060 0.0011 0.0179 0.0295 0.0287 0.0165 0.0032 0.0030 0.0200
AoP 0.0074 0.0133 0.0913 0.0030 0.0014 0.0124 0.0633 -0.0160 0.0253 0.0043 0.0031 0.0180
RandomR_ijan 0.0062 0.1304 0.2015 0.0046 0.0027 0.0232 0.0058 0.0179 0.0477 0.0046 0.0026 0.0198
AverageR_ijan 0.0136 0.0526 0.0593 0.0032 0.0012 0.0165 0.0632 0.0063 0.0512 0.0055 0.0023 0.0192
BandwagonR_ijan 0.0037 0.0578 0.0634 0.0033 0.0028 0.0151 0.0052 0.0268 0.0069 0.0044 0.0030 0.0156
SegmentedR.ijan 0.0051 0.1803 0.2423 0.0064 0.0014 0.0221 0.0516 0.0217 0.0258 0.0057 0.0026 0.0154
MixedR_ijan 0.1693 0.0729 0.2234 0.0074 0.0014 0.0185 0.0378 0.0411 0.0354 0.0034 0.0030 0.0205
AOPR Trojan 0.0112 0.0136 0.1228 0.0046 0.0016 0.0136 0.0966 0.0103 0.0287 0.0049 0.0033 0.0185
AgentSA 0.1967 0.2274 0.2660 0.0112 0.0032 0.0269 0.1205 0.0551 0.0651 0.0063 0.0031 0.0210

Table 4: Ablation results on the Books dataset. For brevity,
only HR@10 and RMSE are shown for Dual-Tower,,,1y and
Dual-Towerjy,, reflecting effectiveness and stealth. Under-
lined values indicate significant performance degradation.

Dual-Towereay Dual-Towerjyte

Method Variant
HR@10 RMSE Shift HR@10 RMSE Shift

Full Model (AgentSA) 0.0112 0.0581 0.0063 0.0042
w/o Profile inference and validation 0.0078 0.0578 0.0044 0.0042
w/o Profile diversity enhancement 0.0108 0.0623 0.0066 0.0052
w/o Recency-based memory retrieval 0.0116 0.0676 0.0058 0.0062
w/o Relevance-based memory retrieval ~ 0.0092 0.0569 0.0052 0.0044
w/o Review-based attack 0.0072 0.0679 0.0058 0.0054
w/o Target feature propagation 0.0078 0.0575 0.0056 0.0040

(3) w/o Recency-based memory retrieval: In this setting, the mem-
ory module retrieves only the most semantically relevant past in-
teractions. The attack performance remains relatively stable, while
stealthiness degrades significantly.

(4) w/o Relevance-based memory retrieval: Here, the memory
module retrieves only the most recent interactions. Stealthiness re-
mains largely unchanged, but the attack performance deteriorates.

(5) w/o Review-based attack: Here, when attacking review-aware
RSs, we rely solely on ratings. For review representations, we adopt
the same approach as in baseline methods by initializing review
embeddings with random vectors mimicking the real distribution.
The results show that both attack effectiveness and stealthiness
decline significantly under this configuration.

(6) w/o Target feature propagation: Here, the LLM-based agent
generates reviews directly based on its profile, item information,
and interaction rating, without employing our proposed review
attack strategy. We observe a drop in attack performance, whereas
the RMSE shift shows only a slight decrease.

The ablation results confirm each component in AgentSA con-
tributes meaningfully to either enhancing attack effectiveness or
improving stealthiness, with several components supporting both.

5.4.2  Effect of Injection Size on Attack Strength. We evaluate the
impact of attack size on the victim RSs by injecting different propor-
tions of fake users. As shown in Figure 5, increasing the proportion
of injected users significantly amplifies the attack effect, as the
target item is recommended more frequently to genuine users.

5.4.3  Vulnerability of Low-Activity Users. Prior work [8, 40] has
shown that users in RSs exhibit varying levels of vulnerability to
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Figure 5: Attack effectiveness at different injection ratios.
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Figure 6: Comparison of AgentSA’s impact on low-activity
users (bottom 20%) vs. overall population.

shilling attacks. To investigate this further, we analyze the impact
of AgentSA on low-activity users by comparing the bottom 20%
of genuine users (by interaction count) against the overall user
population. As shown in Figure 6, users with fewer interactions
tend to achieve higher HR@10 for the target item after the attack,
indicating greater susceptibility. This is likely due to the system’s
limited ability to accurately model the preferences of low-activity
users, making them more easily influenced.

In real-world RSs, low-activity users are at greater risk of churn.
Their weaker commitment makes them more vulnerable to manipu-
lated recommendations, as confirmed by our results. These findings
suggest that the harm of AgentSA may be greater than anticipated.

5.4.4  Vulnerability of Long-Tail Items. Push attacks typically target
low-popularity items, as popular items seldom require further pro-
motion. To reflect this practical setting, we select target items from
the bottom 20% of the popularity distribution and compare them
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Figure 7: Comparison of HR@ 10 when targeting long-tail vs.
randomly selected items.

with randomly selected targets. As shown in Figure 7, AgentSA
performs significantly better when attacking low-popularity items.

This performance gap is mainly attributed to the sparsity of
interactions, which makes low-popularity items highly sensitive
to even a few injected positives. As a result, push attacks substan-
tially boost the rank and exposure of long-tail items, while popular
items remain more resistant due to their abundant historical signals.
These observations underscore that AgentSA poses a heightened
risk in realistic scenarios where attackers deliberately focus on
underexposed items.

6 Conclusion and Future work

We propose AgentSA, a shilling attack framework that leverages
LLM-based agents to simulate fake users and perform rating- and
review-based attacks on RSs, and it outperforms existing low-
knowledge baselines in both effectiveness and stealth.

While our evaluation focuses on e-commerce, the implications
could be more severe for user-generated content (UGC) platforms,
where manipulated recommendations can lure content creators into
producing content that caters to fabricated user interests [2, 18].
Over time, this may cause thematic drift, reduce content diversity,
and ultimately lead to user disengagement and community decline.
As LLM-based agents continue to evolve, the rise of virtual users in
online communities becomes an increasingly tangible reality, our
work thus signals a critical need to address these emerging security
threats, demanding new research on resilient defenses.
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Ethical Considerations

The AgentSA framework could theoretically be misused to manip-
ulate RSs through the injection of sophisticated, LLM-generated
user profiles and interactions.

However, this work is presented as a proactive form of offensive
security research, intended not to furnish an attack tool, but to
identify and analyze an emerging vulnerability to foster the de-
velopment of effective countermeasures. By analyzing the attack’s
properties, our work offers critical insights for future mitigation
strategies. For instance, our findings indicate that defense systems
must: (1) move beyond conventional rating pattern analysis to scru-
tinize the authenticity of review content, and (2) bolster protections
for the system’s most vulnerable aspects, namely long-tail items
and low-activity users, which we identify as highly susceptible.
Ultimately, we believe this research contributes to the long-term
health and integrity of the recommender ecosystem.

Our research was conducted in accordance with the established
ethical principles of our field. All experiments were performed
in a controlled, offline environment using public, static datasets,
ensuring that no real-world systems or users were affected.
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